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I.
INTRODUCTION AND SUMMARY
The Internet Commerce Coalition (“ICC”), a coalition of leading Internet service providers, e-commerce companies and trade associations, is pleased to respond to the Department of Commerce’s Notice of Inquiry on Copyright Policy, Creativity, and Innovation in the Internet Economy (“Notice”).  We very much appreciate the Department’s efforts to examine Internet copyright questions in a balanced and comprehensive manner that considers the perspectives of rights owners, service providers and Internet users.  Internet copyright enforcement questions are very important, but also unusually complex.  We commend the Department for its thoughtful approach to fact-gathering on these and other important Internet issues.  Policy proposals in this area benefit enormously from a careful examination of problems and potential solutions, rather than a rush to implement policy solutions without a full understanding of their implications.  

ICC members are key players in the e-commerce arena and high-tech industries – including AOL, Amazon.com, AT&T, Comcast, eBay, Inc., Monster.com, TimeWarner Cable, Verizon, TechAmerica, and USTelecom.  Our diverse members are huge sources of American jobs and generate substantial economic activity that is key to the current economic recovery.  They have a major stake in the success of non-infringing online markets for digital content, as they are becoming major distributors of lawful online content.  


We believe that the best tool to protect intellectual property online is the creation of attractive online business models for lawful copyrighted works help make copyrighted works more accessible to consumers.  In this regard, we are encouraged by the growth of online markets for digital content, including developments such as voluntary bilateral deals between studios and major ISPs and online marketplaces, and the recent availability of the Beatles catalog for online purchases.  Copyright owners, service providers and Internet users share a common stake in the growth of these lawful marketplaces, which now are becoming available to online consumers on an attractive scale and attractive terms.  


Major Internet content distribution successes such as iTunes, Amazon music offerings, Netflix, Hulu, “TV Everywhere” online video distribution platforms, and the growth of streaming music sites are all providing a tremendous increase in value to consumers.  Their success shows that attractively presented and priced video offerings can indeed “compete with free,” while providing significant benefits to consumers in terms of the flexibility with which they can enjoy non-infringing content.  


Yet we recognize that online copyright infringement remains a serious problem with widespread consequences.  There is more that can be done, both through enforcement by copyright owners and by other stakeholders through voluntary, collaborative agreements to reduce infringement.   


The Digital Millennium Copyright Act (DMCA) framework, codified at 17 U.S.C. § 512, remains essential to preserving the Internet as a platform for innovation and human communication.  Indeed, without the DMCA, a host of innovations, including Web 2.0, cloud computing, mobile applications, and social networking,  would have been impossible.  Similarly, balanced copyright and trademark enforcement regimes and well-established limitations on remedies and exceptions, such as the first sale doctrine and fair use, lead to positive competition, innovation, economic growth and increase in jobs.  


Existing U.S. law and norms provide important protections for consumers that must be safeguarded.  Changes to secondary liability would be entirely inappropriate and severely disruptive of Web 2.0 and other business models that make the participatory Internet possible.  It may appear expedient to provide for instant remedies or to give rights owners expanded authority to sue intermediaries to cut off the flow of infringing material online.  However, any proposed expanded remedy against non-complicit intermediaries must be considered very carefully in relation to whether it:  

(1) has or negative effects on innovation, economic growth and lawful human communication on the Internet (for example, whether it would impose a technology mandate, or extra-territorial remedies that risk provoking a backlash against non-infringing U.S. sites);

(2) complies with due process and the First Amendment rights both of Internet users to receive non-infringing content and of third party intermediaries; 

(3) provides an effective remedy that minimizes burdens on non-complicit intermediaries, cannot be easily circumvented, and will not result in destabilizing the security of the Internet;

(4) places responsibility for identifying infringing conduct on the party in the best position to do so;

(5) minimizes costs and ensures that any costs are shared and are allocated in a fair manner; and 

(6) is sufficiently balanced to deter excessive or abusive claims.  

II.  
COLLABORATIVE EFFORTS REPRESENT THE BEST WAY TO FURTHER CURB INFRINGEMENT 

Our comments below address collaboration between rights owners, ISPs, and Internet marketplace sites.  In doing so, we emphasize that the responsibility for improved solutions to online infringement is shared by a far wider range of players.  In the private sector, these include rights owners, the online content ventures through which they distribute their content, and their enforcement associations, other website operators, web hosts, ISPs, domain name registries and registrars, Internet advertising companies, and payment services.  Important stakeholders also include civil society institutions, such as educational institutions and non-profit advocacy organizations, as well as individuals.  In the public sector, they include federal agencies that are part of the IPEC process, as well as governments, courts and law enforcement officials operating in countries that are the originating sources of infringing material. 


It is important to recognize that there now exist significant ties between content owners and ISPs and major Internet marketplaces.  Our members all have important business relationships with copyright owners, and several have extensive copyright holdings of their own.  We are convinced that voluntary cooperative efforts between service providers and rights owners to address infringement and counterfeiting will continue to increase through bilateral discussions and business arrangements.  


Flowing from these interactions, ISPs and major Internet marketplaces already educate Internet users about the importance of respecting copyright, work quickly to remove infringing content of which they become aware, and forward notices of claimed infringement to subscribers to deter infringing activities.  Examples of collaborative efforts that have yielded meaningful results include:


ISP notice forwarding campaigns: Our major ISP members, often in the context of business deals with rights owners, are undertaking active and voluntary notice forwarding campaigns, which have yielded impressive results.  Aggregate data that we received from several ICC member companies on the success of notice-forwarding programs uniformly show that the majority of notices are those sent for the first time to an account.  They are followed by a drop in the percentages of second notices sent to an account, with subsequent notices constituting an even smaller percentage of notices forwarded.  These data show clearly that notice forwarding is a significant tool in educating users and significantly curbing infringement.  


Expedited takedowns: In online marketplaces, which facilitate the exchange of goods among buyers, there have been additional successful voluntary programs that should be considered as a best practice.  For example, eBay employs a variety of proactive measures to identify and remove potentially infringing listings.  In addition, through eBay's Verified Rights Owner or “VeRO” program, a registered rights owner who sees a potentially infringing item listed on eBay can report the listing by notifying eBay directly through a streamlined and easy notification process.  eBay provides reporting tools to submit notices of copyright and trademark violations through a single form.  eBay has a team dedicated to working with rights owners to 

process notices and clarify non-compliant notices.  Over 31,000 rights owners are registered in the VeRo program.  Its success relies in major part on collaboration with VeRO participants, who have the knowledge and expertise necessary to effectively identify infringing and pirated goods.  


These examples of collaborative strategies to confront online infringement are bearing fruit.  Our members are happy to discuss other strategies in bilateral discussions with rights owners.  
III. 
EXPERIENCES WITH EXISTING DMCA PROCESSES

ICC members have extensive experience with the notice and take-down procedures under the DMCA.  Drawing on that experience, we share the following comments:
Responses to § 512(c) Notices:  Our members handle a large number of take down notices, responding to valid notices by taking down expeditiously material alleged to be infringing (and even more swiftly for urgent requests such as in the case of a pre-release album or film).  Service providers review the notice to make sure that it comports with § 512(c)(3) requirements, check the online location, and then remove the material, providing notice to the subscriber regarding the takedown.  Service providers also adhere to the DMCA’s counter-notification procedures, which allow a party subject to a takedown notice to file a counter-notice.  Receipt of a counter-notice results in the content being “put back” or restored.  In the extremely rare instance in which a content owner and individual disagree about the notice and takedown procedure, the courts are available to resolve those disputes.  Notice and takedown works because service providers are not placed in the difficult position of making substantive determinations of infringement or evaluating defenses such as fair use or licensing disputes.  Without, service providers would be strongly incentivized to take down any content alleged to be infringing without any substantiation.  The DMCA also provides special protections for service providers who act as “mere conduits” and it is important that this role be preserved.  For example, it is not possible or appropriate for service providers who serve as “mere conduits” to take down material not residing on their systems or networks.

Implementation of § 512(i):  As described in greater detail in Section II, ICC members engage in concerted efforts to educate Internet users not to infringe and where users are ineducable, terminate the accounts of those repeat infringers. 

Implemention of § 512(j) Website Blocking Injunctions:  While none of our members has been subject to a 512(j) injunction to block a website on another website on another network, our members have had experience with foreign website blocking mandates under a Pennsylvania child pornography law that mandated blocking of child pornography websites.
  Although ISPs 

attempted to comply with the law, in practice it was technically difficult to block the list of illegal sites without also blocking large numbers of legitimate websites, which shared server space with the targeted sites.  In Center for Democracy and Technology v. Pappert, 337 F. Supp. 2d 606 (E.D. Pa. 2004), the court struck down the statute for violating First Amendment and Commerce Clause of the U.S. Constitution.
   

IV.
SHOULD ANY CHANGES BE MADE TO EXISTING LEGAL REMEDIES, THEY SHOULD RELATE ONLY TO LAW ENFORCEMENT POWERS

As noted above, the DMCA is critical to Internet innovation, the free flow of lawful information on the Internet, and the participatory character of the Internet.  The monetary and injunctive relief limitations, and “no monitoring” provisions in the statute are essential to Web 2.0 innovations, the availability of applications and cloud computing.  The balance found in the DMCA boosts user confidence in the Internet – specifically, that the content of user communications is not being monitored.  


The DMCA also establishes an additional important balance by protecting against potential abuse of the notice process by competitors, overreaching against fair use, and invasions of privacy.  These protections are provided by the statute’s limitations on monetary liability, its subscriber counter-notice and “put back” procedure, its limitations on injunctive relief, and its subpoena and no monitoring provisions.
  These provisions allow service providers not to act in response to abusive notices, such as notices from competitors who make tenuous allegations of infringement in an effort to drive non-infringing competitors off the Internet.  For example, in one recent case, a company attempted to assert a frivolous industrial design copyright design for wicker furniture against a competitor, filing 63 related take down notices with eBay.
  In another recent case, Net Enforcers sent eBay DMCA take down notices in an effort to enforce anti-competitive minimum pricing terms that had nothing to do with copyright infringement.
  In another incident, a neo-Nazi group wrote to an ICC member to demand inappropriately that they take down the generic symbol of a cross from an educational page posted by a church to educate the public about the dangers of hate speech.  Without DMCA protections, service providers 

would face very strong incentives to give in to such abusive requests, rather than risk potential liability for user conduct.  

Large-scale online infringing sites have met with increased anti-piracy enforcement actions by the U.S. government.  Until recently there was relatively little cross-agency government action to attack the problem of copyright infringement.  We commend the IP Enforcement Coordinator specifically for her significant efforts to bring resources to bear across diverse federal agencies to reduce the flow of infringing material and counterfeit goods.  


Giving law enforcement officials – as opposed to private plaintiffs or “private attorneys general” who have been delegated authority by law enforcement – additional tools to pursue or prevent infringement more quickly may be warranted.  We note that the Department of Homeland Security and ICE have successfully seized a significant number of domain names through assertions of its existing forfeiture authority.  Additional legislation, such as the recently introduced Combating Online Infringements and Counterfeits Act, therefore should proceed carefully. 


If any changes to existing law are considered, they should be narrowly tailored, based on demonstrated need, and carefully drafted to avoid unintended consequences.  Any proposed obligations or remedies against non-complicit third-party intermediaries
 should be calibrated carefully so that they:  

(1) avoid negative effects on innovation, economic growth and lawful communication on the Internet (for example, through a technology mandate, or through extra-territorial remedies that risk provoking a backlash against non-infringing U.S. sites);

(2) comply fully with the due process and First Amendment rights both of Internet users to receive non-infringing content and of third party intermediaries; 

(3) provide an effective remedy that minimizes burdens on non-complicit intermediaries, cannot be easily circumvented, and will not result in destabilizing the security of the Internet;

(4) place responsibility for identifying infringing conduct on the party in the best position to do so;

(5) minimize costs and ensure that any costs are shared and are allocated in a fair manner;
 and 

(6) are sufficiently balanced to deter excessive or abusive claims.  


Applying these criteria, we believe that giving authority to sue outside of the existing DMCA framework to private plaintiffs (through a private right of action) or to “private attorneys general” suing under authority delegated by law enforcement would raise significant problems.  Unlike law enforcement officials, private plaintiffs pursue their own interests, have incentives to maximize the relief sought, and have no incentive to weigh – much less share – the costs imposed by the relief they seek against innocent third parties.  They also may be incentivized to pursue abusive claims that go beyond well-established exceptions in copyright law.  


Moreover, creating new private rights of action outside the limitations on remedies of § 512 would open the door to massive or frivolous claims against intermediaries.  This year alone, two “copyright troll” plaintiff firms have filed more than 25,000 lawsuits against alleged infringers.
  Given the broad range of potential plaintiffs, it is clear that intermediaries who have no relationship whatsoever with infringers would have to bear significant litigation costs to protect the interests of third party users, and might not have the means or the inclination to bear that expense.  

We also note that orders to conduits to block foreign websites are complex both technically and constitutionally.  In our experience, illegal online websites are resourceful and can move easily to evade blocking efforts.  Indeed, we understand that after RIAA’s successful lawsuit against LimeWire, a “pirate edition” of LimeWire software was released based upon a LimeWire 5.6 beta program.
  Hardcore infringers located abroad are very difficult to suppress without the help of law enforcement in those countries regardless of efforts by intermediaries to 

blunt the effect of their activities.  Because websites can change URLs and IP addresses very quickly, orders to block foreign infringing websites are likely to be effective for only a brief period of time.  Moreover, ISP efforts to engage in DNS blocking can be circumvented easily by Internet users who type the IP address in their browser, use software patches, switch DNS providers to those outside the U.S., or learn other circumvention tools by searching for the infringing site via a search engine.  Furthermore, blocking significant numbers of Internet domains or websites can be very expensive and have the effect of making the domain system less secure.  For these reasons, if domain name or website blocking is a desired reform, we encourage the Administration as a whole and NTIA to review this issue carefully and work with the Senate and House to develop an appropriately limited and narrowly tailored approach that takes into account cost, potential overbreadth and technical issues raised by blocking significant numbers of Internet domains or websites.

As is evident from these comments, the problem of online copyright infringement is a complex one with both supply and demand dimensions.  It will not be solved without attractive legitimate commercial business models and extensive public education efforts by rights owners, government, educational institutions, businesses and others.  Singling out just one or a few parts of the Internet ecosystem would distribute technological and financial burdens unfairly and would not yield a long-term solution, as infringers adapt and move to other venues. 

V.
CONCLUSION


The ICC stands ready to answer any further questions NTIA may have and to work on solutions to the problem of online copyright infringement with NTIA and the IPEC that meet the criteria described in these comments.  Of course, we also welcome continued, private discussions and negotiations with all stakeholders to improve solutions to this problem.
Respectfully submitted,
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Jim Halpert, General Counsel
� 18 Pa. Cons.Stat. §§ 7621-7630.


� Id. at 610-11, 656.


� 17 U.S.C. §§ 512(a)-(d), (g), (j) & (m).


� Design Furnishings, Inc. v. Zen Path LLC, No. 10-2765, 2010 WL 4321568 (E.D. Cal. October 21, 2010).


� See, e.g., Joseph Pereira, “Discounters, Monitors Face Battle on Minimum Pricing,” available at � HYPERLINK "http://online.wsj.com/article/SB122835660256478297.html" \o "http://online.wsj.com/article/SB122835660256478297.html" �http://online.wsj.com/article/SB122835660256478297.html�, June 28, 2010 (last visited June 28, 2010) (“NetEnforcers acknowledges that it uses the [eBay Verified Rights Owner] VERO program to remove violators of minimum-pricing terms, arguing that it's an appropriate under the Digital Millennium Copyright Act, a 1998 law designed to help copyright-holders control access to digital copies of their works.”).


� Intermediaries who are not in concert or participation with the violator so that they would not be subject to injunctive relief under Fed. R. Civ. P. 65(d), and are not in privity of contract with an infringing business that the intermediary could exit from.


� In this regard, we urge that the U.S. government reject technology mandates but note that the UK government has considered making copyright owners pay most of the costs of a technical mandate they seek to mandate on ISPs.


� One such plaintiff, West Virginia lawyer Kenneth Ford, operating under the name of “the Adult Copyright Company” filed 16,000 lawsuits in a mere two weeks against alleged infringers of just two films. See Debra Cassens Weiss, “Porn Industry Lawyer Is New Copyright King with 16,700 Lawsuits Filed”, available at � HYPERLINK "http://www.abajournal.com/weekly/article/porn_industry_lawyer_is_new_copyright_king_with_16700_lawsuit_filed?utm_source=maestro&utm_medium=email&utm_campaign=weekly_email�" ��http://www.abajournal.com/weekly/article/porn_industry_lawyer_is_new_copyright_king_with_16700_lawsuit_filed?utm_source=maestro&utm_medium=email&utm_campaign=weekly_email�, Nov. 10, 2010 (last visited 12/8/10).  Likewise, the law firm Dunlap, Grubb and Weaver sued 4,677 alleged infringers of a single movie.  See Eriq Gardner, “Judge Orders Names Revealed in Mass Copyright Lawsuit”, available at � HYPERLINK "http://www.hollywoodreporter.com/blogs/thr-esq/judge-orders-names-revealed-mass-48059" ��http://www.hollywoodreporter.com/blogs/thr-esq/judge-orders-names-revealed-mass-48059��Nov. 22, 2010 (last visited 12/8/10).  See also � HYPERLINK "http://www.xxxcopyright.com" ��www.xxxcopyright.com�, a law firm representing pornographers which is filing mass lawsuits under the tradename of “Hard Core Copyright Protection.”


� See Sarah Jacobsson Purewal, “LimeWire Is Quietly Resurrected: It’s Baaack!”, available at � HYPERLINK "http://www.pcworld.com/article/210092/limewire_is_quietly_resurrected_its_baaack.html" ��http://www.pcworld.com/article/210092/limewire_is_quietly_resurrected_its_baaack.html� �Nov. 9, 2010 (last visited Nov. 29, 2010).
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