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COMMENTS of the Association for Competitive Technology

	The Association for Competitive Technology (ACT) is an international advocacy and education organization for people who write software programs- referred to as application developers- and providers of information technology (IT) services.  ACT represents over 3,000 small and mid-size IT firms throughout the world and advocates for public policies that help our members leverage their intellectual assets to raise capital, create jobs, and innovate.  Our members are uniquely situated as both creators and users of copyrighted works in the digital environment.  It is imperative to our members that copyright law is clear and continues to provide strong protection to rights holders.
	ACT applauds the Department’s efforts to reach out to stakeholders as it shapes the Administration’s domestic and international policies in the area of online copyright infringement. ACT appreciates the opportunity to submit comments for the Department’s consideration.
	The Notice of Inquiry (NOI) identified three specific areas on which stakeholders should comment.  ACT’s comments address each area separately.
I. Policies that will generate benefits for rights holders of creative works accessible online and make recommendations with respect to those who infringe on those rights.
A. International Copyright Issues
	Despite the lagging economy, entrepreneurs in the technology industry are still optimistic about the prospect of expanding into new markets and creating new jobs.  Foreign markets, particularly high growth markets like China, India, and Brazil offer immense opportunities for technology companies.  Today, foreign markets represent more than 50% of revenues for the technology industry and far more than that in growth opportunities.  While the future looks bright for America’s most innovative firms, there are significant barriers to global distribution of copyrighted works.
	Intellectual property is a driver of economic growth and development through innovation so ensuring strong intellectual property laws and awareness is critical.  Studies attempting to calculate the cost of software that is in use, but not paid for, fail to capture the economic opportunities that are lost because rampant piracy discourages small firms from even entering certain markets, like Asia.  No single country presents a bigger opportunity than China, and yet small independent software vendors (ISV) have, for the most part, decided not to enter that market.  They know that the opportunity in China may be great, but the obstacles to capitalizing on that opportunity have proved almost insurmountable.
	The ISVs who do brave the Asia market find that dealing with stolen license authorization codes may be more trouble than it’s worth.  For example, Ambrosia Software, an upstate New York software developer with 12 employees, has been running in-house case studies on the rate at which stolen license codes are used to request software updates from their servers. Back in 2001, they found that an astronomical 50% of unique requests for updates were coming from stolen codes. In 2010, they have lowered that rate through a mixture of product and support changes, but still have to dedicate a full time developer to managing license issues–this is a person who would otherwise be making new products and helping to grow the company. Recently Ambrosia began selling some software in Asia, including retail boxed software in Japan. Here’s what they found:
…we made a change to our licensing system to allow for the sale of software in retail boxes in Japan. These codes are easier to steal, since they need to remain active while the software sits waiting to be sold at retail… attempts to use codes[tailored for the boxed software market in Asia] have made up a whopping 75% of the total retail registrations logged by our system in the past 2 months. This shortfall of our retail venture likely limit the volume of business we can do in this space.

	The tale told here is clear–piracy is not just stolen sales, it stifles sales before they are made.
	Fortunately, Asia isn’t all grim tales of failure, there are a few bright spots. Mobile applications sold though stores like iTunes, Microsoft’s App Marketplace and others give developers some hope for the future. But overall, small independent software developers currently see more barriers than opportunities.
	Increased access to global markets is vital for American entrepreneurs and small IT companies.  Ninety-seven percent of all exporting companies are small-and medium-sized enterprises, accounting for 29% of U.S. exports by value.  To help small software developers  distribute globally, the U.S. government must work to ensure that trade is both fair and open.  Fair trade ensures that other nations have the laws and infrastructure to enforce the copyright and other intellectual property rights of U.S. companies.  
	The Department of Commerce, the International Trade Administration, and the U.S. Trade Representative must work to ensure that entrepreneurs and small IT companies have fair and open access to global markets.

B. Domestic Copyright Issues
	Software developers bring a unique perspective to U.S. copyright policy.  The foundation of ISV’s business is copyrighted works.  Whether they are building proprietary or open source code, copyright law is critical to the success of their business. It is copyright that provides the legal mechanisms to protect and control the use of their creations.  Software developers are almost always aligned with the more familiar content industries.  Although there are times of disagreement, ACT members understand there is a symbiotic relationship between content and technology and that they need each other in order to be successful.
 	 In particular, ACT members urge the Administration and Congress to think proactively and inclusively about a critical question: How can the United States best promote continued innovation in Internet technologies and services while performing, in the Internet, its traditional governmental function of keeping foreign pirates and counterfeiters out of our domestic market?  ACT members strongly support efforts to broadly engage all stakeholders in confronting and resolving this critical question, which has obvious implications for copyright and trademark policy, innovation policy, and public health and safety.

II. Policies that enable the robust and free flow of information to facilitate innovation and growth of the Internet economy.	
	Software developers not only create copyrighted works, but use copyrighted works in creating their own products.  While it has been the subject of much criticism and debate, the Digital Millennium Copyright Act (DMCA) has been a success in providing innovators of new technology with clear boundaries on the use of copyrighted works in researching and developing new products and services.  The DMCA is not that restrictive as it actually allows for a wide range of activities that are essential to the development of new technologies.
	While the DMCA has only two substantive anticircumvention prohibitions, the act of circumventing digital locks and the making of circumvention tools, it has ten key exemptions. These exemptions allow circumvention and the making of tools necessary to do so in limited circumstances.  Innovators are responsible for taking these limitations into account in the development of new products or services.  At the same time, these exemptions permit a broad range of activities that foster the rapid technological advancements taking place today.  Of these exemptions, the ones for reverse engineering, encryption research, and security testing are essential for the development of new software products and services.
	The 2005 “Blizzard” case and the experience of Samba are good examples how innovators can operate within the boundaries of the exemptions to develop new technologies.  	In the Blizzard case, computer game purchasers reverse engineered Blizzard games to create an alternative game service to the video game maker’s online gaming service, in violation of the Blizzard licensing terms.  In doing this they violated the DMCA prohibition on circumvention and trafficking in circumvention devices.   The court based its ruling on several factors.  Because the purpose of developing the alternative was to avoid restricted access to the game and not enable interoperability of an independently created game product and that the game service had limited commercial purpose because it was free and available to anyone were key factors in finding a DMCA violation.
	Samba, on the other hand, is an open source program that allows non-Windows servers to act as a file or print server for windows clients.  They used a network sniffing tool to listen to how windows clients and servers communicated with each other.  And, they distributed an independently crated product that is interoperable with Windows products.  Therefore, they did not violate any licensing restrictions and were therefore able to benefit from the DMCA exceptions for reverse engineering.
	These examples demonstrate the DMCA enables the use of reverse engineering to develop a successful interoperable product.  
	In the ten years since the DMCA became law, the exponential growth in technological innovation demonstrates that the DMCA has been an enabler of the technology industry.   In many ways the law enabled the digital content revolution.  Without the DMCA, there might not have been iTunes, NetFlix, or Hulu.  Until the content industry was able to protect their works online, they would not have risked digital distribution businesses. 
	While some non-copyright industries and a few copyright holders have tried to abuse the law to prevent lawful activity, the courts have consistently upheld the DMCA exemptions. Since 1998, the relatively few court cases dealing with the DMCA have either not addressed key issues or have expanded the scope of permissible activities.  The law targets the truly ill-intentioned.  The DMCA allows for a myriad of ways innovators can, with proper precautions, access and use copyrighted works to develop new products and services.  ACT recommends no changes be made to the DMCA.


III. Ensure transparency and due process in cooperative efforts to build confidence in the Internet as a means of distributing copyrighted works.
	Cloud Computing is a growing way for software developers to offer their products to users throughout the world. Cloud computing refers to applications and services accessed remotely over the Internet. Advancements in broadband speeds and computing devices provide powerful new ways to connect with customers.  Instead of running software that resides on a single device, customers can run applications and access data stored remotely using their laptop, smartphone, or other mobile device.
	The potential benefits of cloud computing are enormous. But as is frequently the case, the legal system has not kept up with technological advancements. And with cloud computing, we’re not just talking about one country’s laws, but any country where data flows and resides—which, over the Internet, could be almost anywhere.  Copyright and other legal mechanisms are even more important as digital property is distributed widely through the cloud.
	Application developers are worried about multiple and conflicting laws.  There are real cross-jurisdiction legal issues that need to be clarified.  Copyright owners need clear legal mechanisms to leverage the Internet to export their software or services to consumers in other countries.
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